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Abstract
Digital twins (DTs) increasingly combine models, simulators, esti-
mators, optimizers, and knowledge-management services to mon-
itor and steer adaptive cyber-physical systems. Yet most DTs are
still engineered as custom assemblies whose interfaces capture data
exchange but not the assumptions and guarantees needed for safe
reuse. This vision paper argues that DT engineering should move
toward contract-aware interfaces: explicit contracts that state not
only what data a component exchanges, but also the validity, tim-
ing, fidelity, robustness, and uncertainty assumptions governing its
trustworthy use. We position BRIC-DT as a contract layer for recur-
ring DT services, outline the gap between current interoperability
mechanisms and correctness-preserving composition, and set out
a research agenda around explicit correctness properties, reusable
composition operators, and correctness-preserving evolution.

CCS Concepts
• Software and its engineering→ Formal software verifica-
tion; Software design engineering; • Computing methodologies
→ Modeling methodologies.
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1 Introduction
Physical systems are continually reconfigured: sensors are replaced,
operating envelopes shift, parts wear, and control strategies change.
Their digital counterparts must co-evolve while remaining valid
and trustworthy. Yet today’s DTs are often improvised assemblies
of models, estimators, simulators, optimizers, and data services
linked through syntactic interfaces. These interfaces describe data
exchange, but rarely state the behavioral assumptions under which
predictions, estimates, optimizations, or control recommendations
remain valid.

This paper argues that DT interfaces should be contract-aware:
they should support reasoning about validity, timing, accuracy,
robustness, and safety-relevant behavior, not only data exchange.
We propose notations, techniques, and tools for BRIC-DT, Building
Reliable Interfaces for Composable Digital Twins. The central claim
is simple: DT interoperability is incomplete unless it captures
the assumptions under which component behavior remains
trustworthy.

The novelty is not contract-based design itself [20], but its ap-
plication to DTs. Compared with general CPS engineering, DT
engineering has a recurring component vocabulary: models, simula-
tors, estimators, optimizers, knowledge managers, synchronization
services, and decision-support services have recognizable responsi-
bilities across domains [4, 9]. These components are assembled by
multidisciplinary stakeholders and must track changing physical
counterparts, evidence, calibrations, and replacements at runtime.
Contracts therefore provide a practical interface layer: they state
when a component may be inserted, trusted, monitored, or retired
without invalidating the rest of the DT.

This paper contributes a vision rather than a completed frame-
work. It identifies the gap between current DT composition and the
assurance needed for reusable, evolving DTs; outlines a component-
and-contract view as a basis for formal composition; and sets out
an agenda on correctness properties, composition operators, and
correctness-preserving evolution. Existing DT platforms already
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manage metadata, runtime streams, co-simulation, orchestration,
and monitoring; these mechanisms provide natural places to attach
restricted contract patterns for validity frames, latency bounds, un-
certainty, and operating envelopes. The difficulty is to make such
components compose reliably rather than merely exchange data.

2 Background and Gap
DT research has produced many frameworks, reference architec-
tures, and deployment platforms. Feature models now identify re-
curring DT capabilities across domains [37], but cohesive support
for composition and reuse remains limited [10, 18]. Model compo-
sition, validity frames [32], and co-simulation [15] have not fully
translated into DT practice, and architecture surveys still report
fragmentation [5]. The problem is not a lack of interface mech-
anisms: the Asset Administration Shell (AAS), for example, is a
promising substrate for asset interfaces and submodels [38]. The
gap is an engineering approach that connects such interfaces with
explicit behavioral conditions for trustworthy composition.

Composability and Modularity. Early DTs were typically mono-
lithic and asset-specific. Ferko et al. [8] found that manufacturing
DT architectures often implement only parts of the ISO 23247 ref-
erence model, emphasizing data and simulation functions over
plug-and-play composition or peer interfaces for twin-to-twin in-
teraction. Muctadir et al. [22] propose graph-based consistency
checks across heterogeneous model data, including datatypes, port
directions, and mirrored connections. Such checks are necessary,
but they do not cover behavioral properties [33]. As a result, many
DT systems can exchange data without offering assurance that their
combined dynamic behavior satisfies correctness properties.

Platforms such as DTaaS [29] and modular reference architec-
tures help with deployment and communication, but not with
whether a composed DT preserves the assumptions under which
its components were designed, calibrated, or validated.

Cross-domain feature-model research similarly identifies inter-
operability, internal communication, modularity, scalability, and
composability as recurring DT concerns [37]. Still, these classifica-
tions remain largely structural and do not specify the behavioral
validity conditions needed for trustworthy composition.

Formal Interfaces. A major barrier to DT composability is ensur-
ing that integrated parts preserve the correctness of the individual
parts while establishing new properties of the integration. Beyond
data exchange, composition requires alignment of behavioral prop-
erties, timing assumptions, uncertainty bounds, and operating con-
straints. Khedr and Fitzgerald [18] report that formal composition
contracts and verification of DT behaviors remain rare. The prac-
tice still relies on simulation and testing, with few DT verification
frameworks and limited interoperability testing methodology [24].

Formal interface specifications and contract-based design offer a
promising foundation. Assume-guarantee and contract-based rea-
soning build on a long line of work on modular reasoning, including
rely-guarantee reasoning and design by contract [3, 16, 20]. Kam-
burjan et al. [17] advocate formal asset models and ontologies for
compositional interaction contracts. Standards such as AAS provide
modular interfaces and submodels [38], while OPC UA, MTConnect,
and FMI improve data and simulation interoperability [6, 13].

Recent work on reactive Type 2 AAS implementations also shows
how design-by-contract can formalize API behavior for testing
operation chains and interaction effects [21]. This makes AAS a
promising enabling substrate for BRIC-DT, but the existing con-
tracts are not yet formulated around the behavioral assumptions
and guarantees of common DT components such as simulators,
estimators, optimizers, models, and synchronization services. DT
composition therefore also requires correctness: a high-uncertainty
decision made by a composed DT can trigger unsafe or suboptimal
real-world behavior. This limitation is visible even in structured DT
feature models which identify capabilities such as simulation, data
analytics, feedback and control, and synchronization, but not the
assumptions and guarantees that must hold when such capabilities
are connected across components [37].

Model-Driven Engineering. Model-driven engineering (MDE) pro-
vides abstractions for managing complex DTs as structured artifacts
rather than hand-wired software [36]. MDE supports unified speci-
fication across domains [12] and underpins layered or multi-view
DT architectures [34, 39]. Tao’s five-dimensional model [31] and re-
lated layered frameworks [28] organize DTs into modular concerns.
Ontologies can further strengthen semantic consistency [24]. How-
ever, most frameworks remain case-specific and do not integrate
formal verification as a first-class element of DT engineering.

The gap is clear: standards and platforms support connectiv-
ity, while formal methods provide assurance principles, but DT
engineering lacks an integrated methodology that combines both
with model-driven abstraction and industrially usable composition
practices.

3 BRIC-DT: A Contract Layer for DT Services
The proposed framework starts from the observation that many
DTs are assembled from recurring components: models capture
system dynamics; simulators instantiate models; state estimators
combine sensor data with predictions; system identifiers update
models from data; model couplers combine models or simulations;
optimizers guide decisions; and knowledge managers capture param-
eters, histories, errors, and traceability [4, 9, 35].

Each role carries correctness properties concerning validity [25],
accuracy, robustness, timing, stability, reachability [33], or role-
specific constraints. A state estimator may guarantee bounded error
under sensor-noise and model-fidelity assumptions; an optimizer
may guarantee configurations within a validated search region; a
simulator may require a model valid over the relevant operating
envelope. Such properties are rarely visible at interfaces, making
reuse deceptively easy.

We use a service-oriented view because many deployed DT
platforms expose models, estimators, optimizers, data stores, and
synchronization mechanisms as callable services or orchestration
nodes [4, 9]. This does not exclude coupled models, layered archi-
tectures, multi-agent DTs, or system-of-systems views: all can be
represented as compositionswhose interaction points carry assump-
tions and guarantees. The service view is a pragmatic presentation
layer for BRIC-DT, not an architectural restriction.

Here, a service means a process with inputs, outputs, and inter-
nal state, formed by the orchestration of a constellation of compo-
nents [11]. Figure 1 illustrates this perspective using an incubator
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Figure 1: Example DT services built from recurring colored core components.

DT, detailed in [14], that optimizes energy when the plant changes,
for example when a mass is added or the lid is slightly opened.
In the figure, the plant observer service composes a simulator
and a state estimator. The plant digital shadow service
triggers system identification using plant historical data
stored in the knowledge managerwhen the estimation uncertainty
is too high. The resulting plant model is then coupled with a
controller model in the energy saver service, which uses an
optimizer and a simulator to find a new optimal controller con-
figuration. If the lid has been opened, the energy savermay adjust
power output to avoid safety hazards [33]. The component names
in Figure 1 correspond to the contract rows in Table 1 and model
coupling is treated as the sum operation in Figure 1 that produces
a model suitable for simulation.

The vision is that each component exposes an interface contract:
assumptions about its inputs and operating context, and guarantees
about its outputs and behavior. Specifications may be written in a
language such as signal temporal logic [19], potentially using speci-
fication patterns [7] or constrained fragments that allow efficient
reasoning over common DT properties. The contract for an opti-
mizer, for instance, can guarantee validity of new configurations as
long as the environment remains within the optimizer’s validated
search region, using notions related to reach conformance [26, 30]
and time-series comparison such as dynamic time warping [27].

Table 1 makes the contract structure concrete. Rows denote
recurring DT components from Figure 1, columns denote contract-
relevant property dimensions, and each cell is an assume-guarantee
fragment:A lists required conditions on inputs, context, or upstream
components, while G lists the property provided when those as-
sumptions hold. Reading across a row shows a component’s guaran-
tees across fidelity, stability, timing, and robustness; reading down
a column shows how a property dimension propagates through the
service chain. Contracts compose when an upstream guarantee is
strong enough to satisfy a downstream assumption.

Operationally, this means checking whether the guarantees of
connected components satisfy the assumptions of their consumers.
In Table 1, for example, the model’s validity frame and bounded
residual satisfy simulator assumptions; the simulator’s residual and
timing guarantees then support the state estimator’s assumptions
about model fidelity and measurement cadence. If the estimator’s

uncertainty becomes too large, the service can trigger system iden-
tification, whose resulting model guarantee re-establishes the as-
sumptions needed by the optimizer to search only within a valid
region. This style of contract checking is well established [3] and
is supported by verification techniques that rely on model check-
ing, theorem proving, runtime verification, and test-case genera-
tion. For DTs, the key challenge is not to invent contract theory
from scratch, but to adapt it to cyber-physical validity, uncertainty,
evolving models, and runtime orchestration. BRIC-DT would use
contracts in three lightweight stages: design-time compatibility
checks, deployment-time evidence checks using calibration data,
validation tests, or benchmark traces, and runtime monitors for
live assumptions such as uncertainty, latency, drift, or operating-
envelope violations.

4 Research Agenda
Realizing contract-aware DT interfaces suggests three connected
research directions. Tool adoption, stakeholder workflows, certifi-
cation, and platform integration remain outside this short paper.

Direction 1: Make DT correctness properties explicit. A
first research direction is to identify the properties that DT inter-
faces must expose. Some are model-related, such as fidelity [23, 25],
robustness, and stability; others are role-specific, such as optimizers
respecting constraints and estimators maintaining bounded error.
The four columns in Table 1 are illustrative: other dimensions may
include relevance, verifiability, substitutability, and faithfulness [25].
A generalized feature taxonomy can help scope which DT capabil-
ity classes most need formal contracts [37]. A practical route is to
encode these properties in a restricted domain-specific language,
enabling design-time consistency and compatibility checks and the
generation of deployment checks, runtime monitors, and tests.

Direction 2: Treat composition as an engineering oper-
ation. A second direction is to move beyond component cata-
logs toward composition operators, orchestration abstractions, and
reusable patterns. Parallel composition, feedback, refinement, addi-
tive extension, and integrative merging are natural starting points;
MDE can raise them above implementation glue. This need not
invent a new orchestration language: existing workflow or co-
simulation languages can be execution substrates if their links
preserve assumptions, guarantees, and evidence. A central chal-
lenge is relating local contracts to system-level requirements, such
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Table 1: Example Contract-based properties across the colored core components shown in Figure 1.

Component Fidelity Stability Timing Robustness

(Coupled)
Model

A: Inputs within validity frame
G: Output residual bounded by
𝛿𝑚

A: Bounded inputs
G: Bounded outputs; energy con-
servation

A: ∅
G: Evaluation of derivatives is
𝑂 (𝑛)

A: Initial conditions bounded by
𝛿𝑢

G: Noise in final state bounded
by 𝛿𝑥 < 𝛿𝑢

Simulator A: (Model G)
G: Residual 𝛿𝑚 +𝑂 (Δ𝑡4 ) where
Δ𝑡 is step size

A: (Model G)
G: At most 𝑂 (Δ𝑡4 ) energy in-
troduced

A: (Model G)
G: Simulation up to 𝑇 costs
𝑂

(
𝑇
Δ𝑡 · 𝑛3

) A: (Model G)
G: Noise in final state bounded
by 𝛿𝑥 < 𝛿𝑢 +𝑂 (Δ𝑡3 )

State Esti-
mator

A: (Simulator G)
G: State estimate residual
bounded by 𝛿𝑚 +𝑂 (Δ𝑡3 )

A: Observable system; Gaussian
noise
G: Single estimate, bounded
steps

A: (Simulator G) and measure-
ments every Δ𝑡
G: Estimation completes within
Δ𝑡

A: Residual < 𝛿𝑚 +𝑂 (Δ𝑡4 )
G: Output residual
< 𝑓 (𝛿𝑚,Δ𝑡,𝑄, 𝑅) where
𝑄,𝑅 are noise co-variances.

System ID A: Persistently exciting data
G: Identified model residual
bounded by 𝛿𝑚

A: BIBO stable model
G: Identification terminates in a
local optimum.

A: (Model G and Simulator G)
G: Identification process costs
𝑂

(
𝑁𝑝2 𝑇

Δ𝑡 𝑛
3
)
for 𝑝 parameters

and 𝑁 epochs.

A: White noise with covariance
𝑅

G: Optimum sensitivity
𝑂

(
1

𝜅 (𝑋 )

)
where 𝜅 (𝑋 ) is the

condition number of data.

Optimizer A: (Model G)
G: Search within validity frame

A: Convex cost and feasible set
G: Global optimum, iterations
bounded by gradient Lipschitz

A: (System ID G) and epoch
takes T seconds.
G: Optimization takes
𝑂

(
T𝑁𝑝2 𝑇

Δ𝑡 𝑛
3
)

A: Feasible set bounded, closed
G: Exploration within feasi-
bility set, solution sensitivity
bounded.

Knowledge
Manager

A: Sampling jitter and clock off-
sets are bounded by 𝛿𝑡
G: Queried interpolated data
bounded by 𝛿𝑣

A: Bounded read/write rates
G: No data loss or corruption

A: Bounded read/write rates
G: Query latency bounded, data
can be read after ΔT seconds

N/A

as safe operating bounds, energy targets, or decision latency. This
also supports emergent-behavior detection: composed-assumption
violations, feedback effects, or uncertainty growth can be moni-
tored as properties of the composed DT, not only as component
failures.

Direction 3: Preserve correctness as DTs evolve. A third re-
search direction concerns evolution [1, 2]. DTs change because their
plants, data sources, and calibrated models change. A composition
that was valid yesterday may become invalid after a sensor replace-
ment or operating-envelope shift. Compositional verification offers
one route forward: if each component satisfies a contract, the com-
posed DT can be checked against system-level properties through
assume-guarantee reasoning, abstraction, and runtime monitoring.

Finally, the vision suggests a practical division of labor: domain
engineers describe operating assumptions and validity claims with
structured patterns; formal-methods tools discharge proof obliga-
tions, generate tests, or synthesize monitors; and DT platforms
orchestrate components while preserving and checking contracts.

5 Conclusion
Digital twins are becoming central to adaptive cyber-physical sys-
tems, but their composition practices lag behind their operational
responsibility. The agenda advanced here leads to contract-aware
interfaces that expose when a component can be trusted in a com-
position. This shift changes the role of DT platforms and standards.

Connectivity standards remain essential, but they should be com-
plemented by explicit assumptions, guarantees, and evidence stored
with the component. A DTmarketplace, for example, should expose
not only a simulator’s data schema but also its operating region,
timing assumptions, fidelity claims, and uncertainty bounds.

Reuse is therefore not merely plugging a component into a new
DT; it is the ability to decide, with explicit evidence, whether
the component’s assumptions hold in the new context. Evo-
lution likewise becomes a managed engineering activity: when a
model is recalibrated, a sensor is replaced, or an optimizer is re-
tuned, contracts indicate which downstream guarantees may need
to be rechecked.

By making correctness properties explicit, treating composition
as a first-class engineering operation, and preserving contracts as
DTs evolve, the community canmove toward DTs that are genuinely
reusable, adaptable, and dependable.
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